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Pegasus and similar spyware and secret state surveillance

Motion for a recommendation
tabled by Mr Boriss CILEVICS and other members of the Assembly

This motion has not been discussed in the Assembly and commits only those who have signed it

In mid-July 2021, the Forbidden Stories consortium and its international partners reported on a leaked list
of 50 000 phone numbers that had been proposed by clients of the NSO Group as potential targets for NSO’s
spyware product, Pegasus. Pegasus can give complete remote control over the target phone, including
access to messages, emails, location, calendar, contact list, etc., and to activate its microphone and camera.
Many of the phones in question belonged to journalists, human rights defenders, opposition politicians, and
foreign politicians — even French President Macron. According to Forbidden Stories and Amnesty
International, 85% of the target phones that they analysed showed signs of infection or attempted infection by
Pegasus.

Whilst the existence of Pegasus had already been known, the apparent scale and manner of its use by
governments from around the world are shocking. Its potential impact on media freedom and democratic
institutions is of profound concern. After the revelations by Edward Snowden that led to Parliamentary
Assembly Resolution 2045 (2015) “Mass surveillance”, the Pegasus revelations show that stronger
international protection of privacy and personal data is necessary. In particular, stricter safeguards against
misuse of such technology by public authorities, especially those of oppressive and authoritarian regimes, are
needed.

The Assembly should therefore prepare a report on the Pegasus revelations, with a view to making policy
proposals to Council of Europe member States and other relevant actors.

Signed (see overleaf)
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CILEVICS Boriss, Latvia, SOC

AKBULUT Gokay, Germany, UEL
ANDRIKIENE Laima Liucija, Lithuania, EPP/CD
BACELAR DE VASCONCELOS Pedro, Portugal, SOC
BADEA Viorel-Riceard, Romania, EPP/CD
BAYR Petra, Austria, SOC

BECHT Olivier, France, ALDE
BERLINGHIERI Marina, Italy, SOC

BOER Margreet, De, Netherlands, SOC
BOROWSKI Marek, Poland, EPP/CD
CORLATEAN Titus, Romania, SOC
COTTIER Damien, Switzerland, ALDE
DALLOZ Marie-Christine, France, EPP/CD
EFSTATHIOU Constantinos, Cyprus, SOC
GAHOUCHI Latifa, Belgium, SOC
GOUTTEFARDE Fabien, France, ALDE
HORGA Maria-Gabriela, Romania, EPP/CD
HUNKO Andrej, Germany, UEL

KAIRIDIS Dimitrios, Greece, EPP/CD
KATROUGALOS George, Greece, UEL
KOPRIVA Frantigek, Czech Republic, ALDE
KRAVCHUK Yevheniia, Ukraine, ALDE
KUHLE Konstantin, Germany, ALDE
LEGUILLE BALLOY Martine, France, ALDE
LEITE RAMOS Luis, Portugal, EPP/CD
LLOYD Tony, United Kingdom, SOC
OMTZIGT Pieter, Netherlands, EPP/CD
POCIEJ Aleksander, Poland, EPP/CD
SCOMA Francesco, Italy, EPP/CD
SEKULIC Predrag, Montenegro, SOC
STOICA Diana, Romania, ALDE

VALLINI André, France, SOC

VLASENKO Sergiy, Ukraine, EPP/CD

1. ALDE: Alliance of Liberals and Democrats for Europe
EPP/CD: Group of the European People's Party
SOC: Socialists, Democrats and Greens Group
UEL: Group of the Unified European Left



